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Abstract 

Wireless Sensor Network (WSN) is a recognized environment used in many applications that 

require monitoring events. They lack in maintaining confined boundary and so they are prone to 

unauthorized interception and detection. Privacy has become an essential issue in finding a solution for 

deploying the environment of WSN. In specific this paper deals with the study of solutions related to 

Privacy that preserves the source location on WSN. Various methods ensure confidentiality of the 

messages by encrypting the contents. Adequate addressing on source location privacy is bit complex due to 

intensive computations on cryptographic algorithms that are not adaptable for WSN. Conventional 

methods related to authentication and encryption fail to preserve privacy on managing sinks location. To 

complicate the process every node generates fake messages depending on their corresponding nodes. But 

these fake messages consume more energy from the nodes that impacts the lifetime of the network. This 

paper provides us the overview on the source location privacy along with the essential concepts related to 

it. The concepts are summarized and solutions are categorized based on their techniques. The limitations 

of the various methodologies are found and solutions are classified accordingly. 

Keywords: WSN privacy, Source Location Privacy (SLP), Aggregation of data, Sinks 

location and Aggregation of privacy  

 

Introduction 

Wireless sensor networks depend on wireless communication that serves as a media 

for broadcasting and prone to many security threats. They use expensive transceivers for 

initiating and developing interactions among the networks and they detect the flow of 

message and are traced back to where the source message was initiated by moving 

through reversed path [1][2]. The objects or living organisms can be protected and their 

information related to location must be hidden. The ultimate aim of privacy preservation 

on source location is to conceal the source location of the message and it becomes 

complicated while tracing the message back to the source [3],[4]. In phantom routing the 

source node does not send the data directly to the sink, here the source transfers the data  
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to the node belonging to the phantom that depends on the shortest path of the sink. The 

existing routing schemes are based on the phantoms which consists of the nodes directly 

routed to the sink and their trace back fail to find the target. Direct solution is to have 

various routes to the sink. It is complex for the attackers for determining the route where 

the data resides. Hence source location privacy is improved. Energy consumption is the 

major drawback in this method. WSN is comprised of small nodes that are deployed in 

geographical area. The network senses the environment and reports wherever necessary. 

They lack in resistant packaging and insecure channels where the network is exposed to 

various attacks from environment. WSN is designed to support the sensing devices and 

their process of communication by data transfer that are collected by sensors and directed 

to corresponding sinks. This nature of broadcasting causes many attacks and affects the 

performance. Recent studies suggest new technologies for protecting the anonymity of 

the source and destination node. It is observed that minimal focus is given for obscuring 

the geographical location of the sink node. Sink nodes plays a key role in the network, if 

they are disabled by the attackers, transfer of information from monitoring area to the 

centre is affected.  The algorithms proposed for transmitting the data senses the data via 

small set of paths that are fixed. Through this pattern in traffic are easily identified that 

reveals the sink node. From the point where flow converges, location of the sink is 

identified by traces of the traffic. Another clue for the adversary is the nodes that are 

present near the sink forwards a greater number of packets compared to the nodes that 

are located far away. This feature becomes the central point of failure where the entire 

sensor network is disabled and sink node is destroyed. Therefore, contributions related to 

privacy of sink is very limited in the literature, hence this paper summarizes entire 

solutions provided in the existing literature and give direction for future work. 

 

Background 

The nodes in WSN are deployed and organized based on the environment for which 

it is developed. They contribute various phenomenon while inspecting the network area. 

While considering tracking and monitoring applications the following architecture was 

adapted: an area is monitored by the nodes and identify a subject. A subject differs based 

on different application; it can be a human, vehicle or animal. Once the node identifies a 

subject it creates few sinks [5][6]. A sink is defined as a node with high capacity for 

storage, power of computation and an effective power supply compared to other nodes. 

Main function of the sink is to collect all data and send it to the server or it permits  
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extraction of data manually. The process of node sensing the subject is termed as an 

event [7].   

Best example to explain source location privacy is panda hunter game [8]-[12]. The 

duty of the nodes is to track the location of a panda within a particular area. Once the 

panda is sensed it informs the sink by sending a message that travels through nodes in 

the intermediate to the sink. If the hunter is out to hunt a panda he might trace the 

information through WSN to kill the panda. Hence the panda has to be protected from 

the adversary by hiding the location of the source through source location privacy (SLP). 

It must ensure confidentiality between two nodes. The flow of message should be in such 

a way that it does not reveal the source node location. Content privacy has to be 

maintained among the messages interchanged between wireless networks. It hides the 

node location, flow of traffic and identity of the nodes [9]. For providing source location 

privacy we have to analyse the counter traffic which is considered as an unsolvable issue 

compared to SLP in WSN. The suggested best solution is anonymity based and routes 

that are untraceable which was indicated by Chaum [13]. The solution was based on 

mixing messages and digital pseudonyms termed as MIX-net.  

 

Solution based on categories 

 This section defines the set of categories based on the view of adversaries about the 

network. The categories are as follows: random walk, delay, geographic routing, use of 

fake data sources, anonymization of location, routing of cross-layer, network code, 

limitation in node detectability. 

(i) Random walk:  

 This approach encourages the packets to take up a route that is chosen to be random 

in the network. This walk appears completely random through the network by which the 

traffic analysis of attackers is predicted. Ozturk and team [14] proposed a solution 

through rumor routing of randomly selected intermediate node from Li et al [15][16]. 

The suggested solution mechanism are selection of nodes through multiple intermediates 

that are angle based [16], random walk that is directed [17], support scheme for location 

privacy [18], opportunistic routing [19], phantom single-path routing with locational 

angle [20,21], random routing schemes [22,23].  
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(ii) Geographic Routing: 

 Solutions related to geographic routing make use of the nodes physical location in 

addition to the geographic routing algorithms for routing the packets in WSN [24]. The 

algorithm picks up the position of the nodes, their neighbours, and sink for routing the  

 

packet from source to the sink node. The solution is based on the additional methods 

which include synonyms, encryption and random intermediate selection of nodes for 

hiding the flow of traffic from the attackers. The solution under this category is sink 

toroidal region routing [25], route and location privacy, reliable identity.  

(iii)Delay: 

 The solution for this category alters the flow of traffic by buffering the packets that 

are incoming and holds a packet for a particular period of time and forwarding it when 

required. As a result of which the order of nodes is altered and packets are sent in 

random order. This affects the pattern of the traffic that tends the adversary hard to 

predict the actual source. The solutions identified are probabilistic reshaping and its 

extended version [26] and rate controlled adaptive delay [27].  

(iv) Using fake data sources:  

 Fake traffic is introduced to compensate with real traffic in such a way that attacker 

is not able to identify whether it’s a real traffic or fake traffic. Proposed solutions are 

cloud-based scheme for protecting SLP [28], dynamic bidirectional tree [29], fitted 

probabilistic rate [30], globally optimal algorithm [31] and many similar mechanisms. 

(v) Anonymization of network location: 

 Here either the node identity or node location is concealed. Solutions on this 

categories are anonymous communication scheme[32], anonymous path routing [33], 

cryptography based anonymity scheme [34], anonymous routing protocol that are 

destination controlled by sensornets [35] and reverse hashing ID randomization [36].  

(vi) Routing cross-layer:  

 Here beacon frames are used that are mainly used for network maintenance for 

sharing information on events that are sensed. Adversaries focus only on packets at 

network level and fail to check on the exchange of information and skip finding the real 

source. The two suggested solutions are cross layer solution and double cross layer 

solution [37]. 
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(vii) Network coding :  

 Here the message is split up by the nodes into smaller parts and transmitted. They are 

forwarded through different routes to the sink. 

(viii) Limiting node detectability: 

 Solutions are limited to transmission power of nodes that make the adversary hard to 

detect. Proposed solutions are silencing through anti-localisation [38], context aware 

location privacy [39], hidden anchor [40], minimal radio transmission power[41] and 

multi co-operator power control [42]. 

 

Existing methodologies on Source location Privacy 

The existing methodologies consist of routing protocols for protecting the SLP and 

maximize the lifetime of WSN. This section summarizes the methods in detail. 

(a) A diversionary routing scheme that is tree based  for preserving SLP 

Hide and seek strategy is used for creating diversionary routes and their path that 

directs to the sink from the source. Here it is observed that each diversionary route emits 

events that are fake. The network lifetime is maximized and depends on the nodes with 

high energy consumption and minimizes it in hotspot generated environment. Privacy is 

preserved and network lifetime is also maximized. Here they have identified a direction-

oriented attack against phantom routing. Comprehensive analysis is done that defeats 

direction- oriented attack. Theoretical and experimental results prove that the scheme is 

effective on SLP and network lifetime maximization [43].  

 

(b) Sink Location Privacy Protection protocol(SLPP) 

     Bidi Yang and team proposed a protocol SLPP [44], which was easy to implement 

without affecting the lifetime of WSN. For confusing an attacker fake message is 

generated by every node that takes part in the network. The messages are dependent on 

number of the nodes children. The simulated results prove that this protocol hides the 

location of the sink effectively. This type of transmission consumes additional energy yet 

the lifetime of the network is not affected. 

 

(c) Hop-by-Hop Authentication and Source Privacy in Wireless Sensor Networks 

     Message authentication is a productive way to thwart corrupted traffic and 

unauthorized messages from getting transferred in WSN. For providing this effort 

polynomial-based scheme was introduced. Drawback arises when degree of the  

ISSN: 0369-8963

Page 1113

PERIODICO di MINERALOGIA                                                                                                           Volume 91, No. 4, 2022

                                                                                                                                         https://doi.org/10.37896/pd91.4/91473



 

polynomial is difficult to be identified after it reaches the threshold level. When 

threshold is minimal compared to the messages being transmitted in the network the 

attacker can easily recover the polynomial. Hence a scalable authentication scheme 

based on elliptic curve cryptography (ECC) is introduced [45]. When intermediated node 

authentication is enabled the scheme allows the node to transmit numerous numbers of 

messages. It also provides message source privacy. The analysis, based on simulation 

proves that message source privacy is maintained in terms of computational overhead.  

 

(d) Quantitative Measurement and Design of Source-Location Privacy Schemes 

     Computationally intensive cryptographic algorithms fail to ensure content encryption. 

Quantitative measure of SLP is proposed and analysed in this work. Through this 

measure vulnerabilities are identified of various SLP schemes in WSN. Proposed scheme 

provide SLP through routing for randomly selected intermediate node (RSIN) and 

network mixing ring (NMR) [46]. The scheme has achieved high delivery ratio and 

efficient results are obtained.  

 

(e) The Three-Tier Security Scheme with mobile sinks 

     Mobile sink is essential in WSN for efficient accumulation of data, localized sensor 

reprogramming and revoking and distinguishing compromised sensors. Existing 

predistribution key schemes give way to new security challenge because an attacker can 

easily obtain large amount of information. Hence three tier general framework security 

scheme was developed by Amar asheed [47]. Basic component here is pairwise key pre 

distribution and the framework comprises of two key pools for mobile sink for accessing 

the network and another one is pairwise key establishment between the sensors. 

Authentication mechanisms are strengthened by reducing the damage caused by 

replication attacks. This scheme has proved greater network resilience for mobile sink 

replication attack when compared to polynomial pool-based scheme. 

(f) Enhanced scheme of Communication Protocol for Anonymity and Location 

Privacy in WSN 

     Communication protocol is developed for maintaining anonymity and privacy of 

location in WSN by Abdel and team [48].  It is measured by anonymity, observability 

and safety period. A network model is presented that protects the network against active 

and passive attacks using different adversaries that is local, semi-global and global. The  
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anonymous model consists of three different phases deployment, icebreaker and 

communication phase.  

 

(g) Maintaining Location Privacy in Multiple Sink Using Zone Partitioning 

Approach in WSN 

     The adversary focuses on the sink node defined as data aggregation point for WSN. 

Hence sink location has to be protected from the attacker. This work proposed modifies 

the existing sink location from the adversary by partitioning the nodes in the network 

that contains multiple sinks into different zones where the packets are forwarded to 

respective zones where the sink belongs. The intermediate nodes generates irrelevant 

fake packets and forwards it to sink. Performance analysis is performed on computing 

time, throughput, packet delivery ratio, end to end delay and consumption of energy. The 

scheme also protects the network from heavy traffic [49].  

 

(h) Privacy-Preserving Access Control scheme with Distributed access for Single-

owner Multi-user Sensor Network 

     This novel approach ensures preserving privacy over distributed access control called 

Pricess [50], which is single owner multi-user sensor network. Users holding same 

access privileges are grouped into same cluster by the network owner. The user signs a 

query command and transmits to the sensor nodes. The nodes will respond only after 

signature is validated of the query command. The signers identified by the verifiers 

without revealing the member, hence privacy is preserved and access control is achieved.  

The proposed protocol is implemented in IMote 2 motes. The results generated shows 

the efficiency of Pricess and this is the first ever access control technique implemented in 

WSN platform.  

 

(i) WSN against Adversarial Localization 

     This paper studies the issue related to defending factor against localization of 

adversary in WSN [51]. The attempts made by the adversary to reveal the physical 

location of the sensors in the network. This is accomplished by the network by moving in 

the network while eavesdropping for communication messages that are transmitted by 

the sensors. The physical properties that are measured are Arrival angle, Strength of the 

detected signal. The sensor network defends adversarial localization and the challenge 

that arises is to hide from the adversary and localize them. Here only important sensors  
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communicate through messages. The performance is evaluated by extensive simulations 

and found to be effective.  

 

(j) Opportunistic Routing for Enhanced SLP 

     SLP faces challenges threatening the deployment of sensor networks when sensitive 

objects are monitored [52]. For enhancing the SLP an opportunistic routing schemes was 

proposed. Here each sensor transmits the packets in dynamic path to destination. In this 

type of routing each packet from source may follow different path to destination that 

makes adversary to backtrack step by step to origin. This is suitably demonstrated with 

efficiency in practical applications.   

 

(k) Routing based SLP in WSN 

     The privacy service is complicated since the sensor nodes are of minimal cost and 

minimal power radio devices. The computation on cryptographic based algorithms 

becomes intensive along with their broadcasting protocols for WSN. The scheme 

proposed is randomly selected intermediate node (RRIN) [53]. The protocol choses an 

intermediate node in the sensor domain while transmitting the data packet by randomly 

selected nodes to the destination. The source node does not have accurate information 

about the sensor nodes. The location that is relative guarantees that message packet has 

forwarded to environment of intermediate node. The node that is present in the last of 

routing path must be able to deliver whether randomly selected node exist or not. The 

node in the intermediate node routes the message to destination node. 

  

Methodologies of location anonymity in Wireless Sensor network 

Proposed Solution Attacks Network 

view 

Information Exposed 

ACS[70] Locating a node, 

identity analysis 

attack 

Local Exposed protocol not 

mentioned 

APR[71] Eavesdropping and 

tracing hop-by-hop 

Local Topology exposed 

DCARPS[72] Eavesdropping and 

tracing hop-by-hop 

Global Topology exposed 
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EAC[73] Traffic analysis and 

locating a node 

Global Topology exposed 

Probabilistic 

DCARPS[72] 

Eavesdropping Global Topology exposed 

HIR and RHIR[73] Compromising 

nodes 

Global Exposed protocol not 

mentioned 

MQA[74] Eavesdropping and 

tracing hop-by-hop 

Global Aggregation protocol 

PhId[75] Traffic analysis Local Topology exposed 

SAS&CAS[76,77] Compromising 

node and limited 

traffic analysis 

Global Topology exposed 

Table 1 : Summarized view of location anonymity solutions along with the 

possibility of attacks 

 

Summary of the Results 

 

Scheme SLP Protection 
Energy 

Consumption 
Network Lifetime 

Delivery 

Reliability 

TDR 

Significantly higher 

than RIN in near 

network border 

regions due to 

distribution of large 

amount of fake 

packet traffic in 

diversionary routes.

  

Significantly 

higher than 

RIN due to 

distribution of 

large amount 

of fake packet 

traffic in 

diversionary 

routes.  

Comparable with 

RIN due to 

minimized energy 

consumption in the 

near-sink regions.

  

Significantly lower 

than RIN due to 

packet collision 

events.  

DDR   

Significantly higher 

than RIN due to 

flooding of fake and 

real packets inside 

the blast ring.  

Significantly 

higher than 

RIN due to 

packet 

flooding 

inside the 

Significantly shorter 

than RIN due to 

flooding of fake and 

real packets inside 

the blast ring.  

Lower than RIN 

due to packet 

collision events 

when source 

node is outside 

of the blast ring.
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blast ring.

  

  

FPR   

Significantly higher 

than RIN due to 

distribution of fake 

packet traffic 

throughout the 

network domain.

  

Significantly 

higher than 

RIN due to 

distribution of 

fake packet 

traffic 

throughout the 

network 

domain.

  

Shorter than RIN 

due to distribution 

of fake packet 

traffic throughout 

the network domain.

  

 

 

 

Significantly 

lower than RIN 

due to packet 

collision events.

  

 

 

 

PRR   

Slightly higher 

than RIN due to 

distribution of 

small amount of 

fake packet 

traffic.   

Slightly 

higher 

than RIN 

due to 

distributio

n of fake 

packet 

traffic in 

the near-

sink 

regions.

  

Shorter than 

RIN due to 

distribution of 

fake packet 

traffic in the 

near-sink 

regions.  

Slightly lower 

than RIN due to 

packet collision 

events.  

RIN   Low Low Long High 

 

 

Existing Data Aggregation schemes on SLP 

Private data aggregation has a great challenge in performing efficient aggregation 

at intermediate node which protects the sensitive data privacy. Data aggregation 

protocol consists of two categories: (i) Encrypted based protocol and (ii) 

Unencrypted protocols. Privacy preserving techniques is further classified into hop-

by-hop encryption, computation in Multi- party and privacy homomorphism.  
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Hop-by-hop cryptography scheme ensures privacy in communication with the 

presence of third party. Here encryption and decryption are performed for every hop. 

The aggregator decrypts each received message into plain text and then that is 

aggregated to a function that encrypts the aggregated result before being forwarded. 

Once compromised, node of adversary can easily hold of the sensitive data. Here 

end-to-end data concealment is maintained for protecting privacy [54-58]. 

Secure multi-party computation scheme is a part of technique based on 

cryptography which was proposed by Yao [59]. The aim is to generate methods 

which enable the parties for creating a function through inputs. Privacy preserving is 

applied to data mining, database query and intrusion detection. For reducing the 

factor of complexity and consumption of energy a modified Multi-party scheme on 

computation. K-secure sum protocol was proposed by Sheikh et al [60] that allows 

multiple cooperating parties for computing function to individual data without data 

being relieved. 

Cluster based private data aggregation (CPDA) uses key distribution in random 

[61]. The encrypted message prevents from eavesdropping attacks. This method 

holds three different phases: pre-distribution of key, shared-key discovery and path-

key establishment. According to key distribution the phases are classified as cluster 

formation, calculation of aggregate results among the clusters and data aggregation 

between clusters.  

Privacy Homomorphism (PH) is transformation-based encryption which has an 

access on direct computation on encrypted data. Initial work on PH was proposed by 

Rivest and team [62]. In [63] Domingo Ferrer deployed an additive and 

multiplicative PH which is considered as symmetric scheme and secured against 

cipher text attacks. This method conceals sensed data end-end and provides effective 

network data aggregation. The method is further classified into Symmetric and 

Asymmetric PH scheme.  

Data Slicing was introduced and assembled a technique for protecting privacy on 

data aggregation in WSN. For improving the integrity the author proposed a 

technique focussing on protecting the integrity of private data-aggregation 

(iPDA)[64] scheme. This leads to wide number of exchanged messages that creates 

high communication overhead and computational requirements. Hence these methods 

have been modified [65-69]. This improves the performance by separating the nodes  
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 into leaf and intermediate nodes. Random distribution was introduced for deciding 

the sliced data to be converted to fixed number.  

 

Conclusion 

The methods were classified based on different categories and then different 

existing methodologies where depicted with their unique functionalities. Privacy 

preservation data aggregation schemes are also shown that enhances the efficiency of 

wireless sensor network (WSN). We have listed open scenarios for future research in 

designing effective protocols for achieving source location privacy.  
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